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Document: Certificaat vergelijk
Versie: 1.1
Datum: 29-08-2009

Algemeen

Dit document geeft de verschillen en overeenkomsten weer tussen alle velden van het oorspronkelijke produktie certificaat (uitgegeven
door de oude CA produktie omgeving) en de velden van het certificaat uit de nieuwe CA (produktie omgeving) na de migratiedatum
van 12/10/12009.

Elk veld is naast elkaar in een afbeelding weergegeven voor zowel de oude als het nieuwe certificaat.

Onderstaande tabel geeft alleen de veranderingen weer tussen beide type certificaten.

Dit document is bedoeld ter illustratie. Het CPS (eveneens gepubliceerd op abz.nl) is leidend.

Nr Label Waarde in nieuw certificaat Aard van de wijziging
1 Issuer CN = TTP Services ABZ Nederland ABC CA Gewijzigd van inhoud

O = Solera Nederland B.V. Afbeelding 11 en 12
2 Public Key RSA (2048 Bits) Gewijzigd, voorheen 1024 Bits

Afbeelding 19 en 20
3 CRL Distribution Points ~ [1]CRL Distribution Point URL is gewijzigd
Distribution Point Name: Afbeelding 27
Full Name:

URL=http://pki.pinkroccade.com/crl/
SoleraNederlandBVABZBedrijfsApplicatieCertificaten/LatestCRL.crl

4 Subject Key Identifier <Hexadecimale codering> Nieuw toegevoegd (security redenen)
Afbeelding 29

5 Authority Key Identifier =~ <Hexadecimale codering> Nieuw toegevoegd (security redenen)
Afbeelding 30

6 Netscape Cert Type nvt Is komen te vervallen

Afbeelding 25
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Het subject veld wordt als volgt opgebouwd. Dit is identiek als bij het ‘oude’ certificaat.

Nr Label Opbouw van het subject label in het certificaat
1 Subject E = <adres van het certificaat> Afbeelding 17 en 18
CN = <bedrijfsnaam aanvrager certificaat>
OU = ABZ Bedrijfs Applicatie Certificaten
O = <organisatie aanvrager certificaat>
C=NL
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Afbeelding 1

General | Detais | Certfication Path |

®
Certificate Information

This certificate is intended for the following purpose{s):
+ 4l application policies

Issued to: ABZ MNederland B.V.
Issued by: AEBZ Mederland

¥alid from 26-3-2009 to 27-5-2010

@ ‘ou have a private key that corresponds tao this certificate.

[ssuer: statement

Afbeelding 2

General | Details | Certification Path |

H
Certificate Information

This certificate is intended for the following purpose{s):
+ Al application policies

Issued to: ABZ Mederland BV,
Issued by: TTP Services ABZ Mederland ABC Ch

¥alid from 31-8-2009 to 1-9-2010

@ ‘ou have a private key that corresponds tao this certificate,

Issuer: sbaterment
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Afbeelding 3

General | Detais Certification Path |

— Certification path

Wiew Certificate

Certificate skatus:

This certificate is O,

Afbeelding 4

General | Details  Certification Path |

—Certification path

Wiew Cerkificate

Certificate skakus:

This certificate is Ok,
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Afbeelding 5 Afbeelding 6
Certificate 2x| Certificate x|
zeneral  Details |Certificatinn Path I zeneral  Details |Certificatiu:un Path I
Shiow: I::.ﬁ.ll:b j Shiow: I::.ﬁ.ll:b j
Field Walue -~ Field Walue -
n i T =
[F]serial number 7h7755e9F331 clOcbd 12 ... [Fserial number 26 7 FF ec 06 d4 65 d1 35 82 ...
ESignature algarithim shalR5a ESignature algorithm shalRsSa
Elssuer ABZ Nederland, ABZ Mederlan. .. Elssuer TTP Services ABZ Medetland 4. ..
E'-.-'alid From woensdag 26 augustus 2009 2., E'-.-'alid From maandag 31 augustus 2009 2.,
E'-.-'alid ko wtijdag 27 auguskus 2010 1:59.,. E'-.-'alid ko woensdag 1 september 2010 ..,
[F]subject i0943test 222222 @inca. aims. ... [Flsubject i0943test2 22222t @inc . ims. ...
S Public key RSA (1024 Bits) | = Public key RSA (2043 Bits) |
W3 W3
Edit Properties. .. | Zopy ko File. . | Edit Properties. .. | Zopy to File, .. |
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Afbeelding 7 Afbeelding 8

zeneral Details |Certificatinn Path I zeneral  Details |Certificatiu:un Path I

Shiow: I::.ﬁ.ll:b j Shiow: I::.ﬁ.ll:b j
Field | Walue | - Field | Value -
E'-.-'ersiu:un W3 E'-.-'ersiu:un
Serial number 7h7758e9f331cl Ocbd 12 .., nurnber

=] Signature algorithm shalR5a '—|3ignature algorithm shalRsSa
Elssuer ABZ MNederland, ABZ Mederlan..., — Elssuer TTP Services ABZ Mederland &,,, —
E'-.-'alid From woensdag 26 augustus 2009 2., E'-.-'alid From maandag 31 augustus 2009 2.,
E'-.-'alid ko wtijdag 27 auguskus 2010 1:59.,. E'-.-'alid ko woensdag 1 september 2010 ..,
[F]subject i0943test 222222 @inca. aims. ... [Flsubject i0943test2 22222t @inc . ims. ...
S Public key RSA (1024 Bits) | = Public key RSA (2043 Bits) |
7b 77 58 29 £3 31 cl Oc bd 12 39 22 ae (e Ge 26 =7 ff ec 06 d4 65 dl 38 82 3b 4a fc 48 B85
ae 9t

Edit Properties. .. | Zopy ko File. . | Edit Properties. .. | Zopy to File, .. |




ABZ

Afbeelding 9

Certificate

zeneral Details |Certificatinn Path I

Show: | <l j

Field | Walue

E'-.-'ersiu:un W3
[F]serial number 7h7755e9F331 clOcbd 12 ...

garithm shalRs5a
Elssu

ABZ Nederland, ABZ Mederlan. ..

Edit Properties. .. |

E'-.-'alid From woensdag 26 augustus 2009 2.,
[F]walid ta wrijdag 27 augustus 2010 1:59. ..
[F]subject i0943test 222222 @inca. aims. ...

S Public key RSA (1024 Bits) |
shalRSA

Zopy ko File. . |
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Afbeelding 10
General  Details |Certificatiu:un Path |
Show: |<AII:=- j
Field | Value -

E'-.-'ersiu:un W3
ESeriaI rumber

Elssuer

shalRSa

= Public key RSA (2043 Bits)

267 ff ec 06 d4 65 d1 3882 ..,

TTP Services ABZ Medetland 4. ..

E'-.-'alid From maandag 31 augustus 2009 2.,
E'-.-'alid ko woensdag 1 september 2010 ..,
[Flsubject i0943test2 22222t @inc . ims. ...

=

shalRSA

Edit Properties. .. |

Zopy to File, .. |
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Afbeelding 11

Certificate 2x|
zeneral  Details |Certificatinn Path I
Shiow: I::.ﬁ.ll:b j
Field | Walue | -
E'-.-'ersiu:un W3
[F]serial number 7h7755e9F331 clOcbd 12 ...

shalR5a

ESignature algarithim
: 7 ABZ Nederland, ABZ Mederlan. ..

1=}

[=]valid From

woensdag 26 augustus 2009 2.,
E'-.-'alid ko wtijdag 27 auguskus 2010 1:59.,.
ESubject 094 3test 2222 220@inca, aims. . ..
S Public key RSA (1024 Bits)

=

_h = ABZ Mederland
0= ABZ Mederland b.v.

Edit Properties. .. | Zopy ko File

8/21
Afbeelding 12
General  Details |Certificatiu:un Path |
Show: |<AII:=- j
Field | Value -

E'-.-'ersiu:un W3

ESeriaI rumber
ESignature algorithm

shalRsSa

i—]valid Fram
[FElvalid ta
ESubject

= Public key RSA (2043 Bits)

267 ff ec 06 d4 65 d1 3382 ..,

es AEZ Mederland A,
maandag 31 augustus 2009 2.,
woensdag 1 september 2010 ..,
094 3kest2 2222 2E@inca, aims., .. .

=

_h = TTP Services ABZ Mederland ABC CA
0 = Solera Mederland B. Y.

Edit Properties. .. |

Zopy to File, .. |
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Afbeelding 13

Certificate 2x|
zeneral  Details |Certificatinn Path I
Shiow: I::.ﬁ.ll:b j
Field | Walue | -
E'-.-'ersiu:un W3
[F]serial number 7h7755e9F331 clOcbd 12 ...
ESignature algarithim shalR5a

Elssuer

[F]alid to
ESubject

EPublic ke

ABZ Nederland, ABZ Mederlan. ..
woensdag 26 augustus 2009

wtijdag 27 auguskus 2010 1:59.,.
094 3kest 2222 220@inca, aims., . ..

RS& (1024 Bits) |

9/21
Afbeelding 14
General  Details |Certificatiu:un Path |
Show: |<AII:=- j
Field | Value -

Elssuer

[Evalid ta
ESubject

EPublic ke

E'-.-'ersiu:un W3
[Fserial number 26 7 Ff ec 06 d4 65 d1 33 82 ...
ESignature algorithm shalRsSa

TTP Services ABZ Medetland 4. ..
woensdag 1 september 2010 ..,
094 3test 22222 20@inca, aims. ...

RS& (2043 Bits) |

wioensdag 26 augustus 2009 2:00:00

Edit Properties. .. |

Zopy ko File. . |

maandag 31 augustus 2009 2:00:00

Edit Properties. .. |

Zopy to File, .. |
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Afbeelding 15 Afbeelding 16
Certificate 2x| Certificate x|
zeneral  Details |Certificatinn Path I zeneral  Details |Certificatiu:un Path I
Shiow: I::.ﬁ.ll:b j Shiow: I::.ﬁ.ll:b j
Field | Walue | - Field | Value -
E'-.-'ersiu:un W3 E'-.-'ersiu:un W3
[F]serial number 7h7755e9F331 clOcbd 12 ... [Fserial number 26 7 Ff ec 06 d4 65 d1 33 82 ...
ESignature algarithim shalR5a ESignature algorithm shalRsSa
Elssuer ABZ MNederland, ABZ Mederlan..., — Elssuer TTP Services ABZ Mederland &,,, —
E'-.-'alid From woensdag 26 augustus 2009 2., E'-.-'alid From maandag 31 augustus 2009 2.,
i alid ko vrijdag #7 augustus 2010 1:59, ,, : woersdag 1 september 2010 ...
=] Subjeck 094 3test 2222 220@inca, aims. . .. = Subject 094 3test 22222 20@inca, aims. ...
S Public key RSA (1024 Bits) | = Public key RSA (2043 Bits) |
wrijdag 27 augustus 2010 1:59:59 wioensdag 1 september 2010 1:59:59
Edit Properties. .. | Zopy ko File. . | Edit Properties. .. | Zopy to File, .. |
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Afbeelding 17

Certificate 2x|

zeneral  Details |Certificatinn Path I

Shiow: I::.ﬁ.ll:b j
Field | Walue | -
E'-.-'ersiu:un W3
[F]serial number 7h7755e9F331 clOcbd 12 ...
ESignature algarithim shalR5a
Elssuer ABZ MNederland, ABZ Mederlan..., —
E'-.-'alid From woensdag 26 augustus 2009 2.,

wtijdag 27 auguskus 2010 1:59.,.

E
E

RSA (1024 Bits)

Ninca, aims. . ..

E = i0943test2 2222 2b@inca. aims. abz.nl
Ch = ABZ Mederland B.Y.

DI) = Abz Bedrijfs Applicatie Certificaten
0 = ABZ Mederland B.Y.

Z=RHL

Edit Properties. .. |

Zopy ko File. . |

11/21
Afbeelding 18
General  Details |Certificatiu:un Path |
Show: |<AII:=- j
Field | Value -

E'-.-'ersiu:un W3
ESeriaI rumber
ESignature algorithm

Elssuer

E'-.-'alid From

[FElvalid ta

EPublic ke

shalRsSa

RSA (2046 Eits)

267 ff ec 06 d4 65 d1 3382 ..,

TTP Services AEZ Medetland A.., —
maandag 31 augustus 2009 2.,
woensdag 1 september 2010 ..,

nca.aims, ...

E = i0943test 22222 2b@inca. aims. abz. nl
M = ABZ Mederland B.Y,

QI = ABZ Bedrijfs Applicatie Certificaten
0 = ABZ Mederland B.Y.

C =Rl

Edit Properties. ..

Zopy to File, .. |
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Afbeelding 19

Certificate

zeneral Details |Certificatinn Path I

Shows: |<:P.II:=- =]
Field | Walue | -
E'-.-'ersiu:un W3
ESeriaI number Th7753e9f33l clochd 12 ...
ESignature algarithim shalR5a
Elssuer ABZ MNederland, ABZ Mederlan..., —
E'-.-'alid From woensdag 26 augustus 2009 2.,
E'-.-'alid ko wtijdag 27 auguskus 2010 1:59.,.
ESubject 094 3test 2222 220@inca, aims. . ..

‘Public key

RSA (1024 Bits)

30
f4
53
£f2
53
be
59
30
53

a1
79
ad
af
la
17
3f
da
bo

g7
a5
b
a7
os
el
cd
ih
cd

nz
a2
=3
4k
9=
na
1d
Lo
7a

a1
=
b
ds
46
azs
ce
eh
Eb

a1
9d
%
7a
5f
ba
ahb
78
2d

oo
ba
07 t
ba
0 f
bl £
ch
=3
23

Edit Properties. .. |

o2
Fi=

45
43

2b
=h

d7
bl
6 26
de
7 52
f 61
gh
2f
cf

bf
67
61
37
b0
f2
05
43
7a

Ed
i
ds
g7
Na
do
=2
=
nf

b2
fa
ni
ff
(ot}
23
3n
fe

f1

9d .
17
ce
0z
4id
e
7a
1z
52

==
ag
35
a7
bY
b
=L
=¥
a8

Zopy ko File. . |

Afbeelding 20

Certificate

zeneral  Details |Certificatiu:un Path I

12/21

Show: |<AII:=-

=~

Field |

Value -

E'-.-'ersiu:un
ESeriaI rumber
ESignature algorithm

Elssuer

E'-.-'alid From

[FElvalid ta

W3
Zec7ffec 06 d4e5dl 38382 ...
shalR3A

TTP Services ABZ MNederland A, ..
maandag 31 augustus 2009 2.,
woensdag 1 september 2010 ..,
094 3kest2 2222 2E@inca, aims., .. .
R34 (2045 Bits)

Na
e
=6
df
cd
9d
97
748
af

nz
12
ad
78
(I
afd
dz
a8
29

a2
943
Oa
Ba
ad
an
=1
gc
B A

01 a

Ba b

fa 1

5?7 3
af &

Edit Properties. .. |

14 a9
id el

2a cb
34 ab

1 00
bC
- 15
o2
9 b3
419
15
7 88
9 a9

bS
61
db
1d
ce
96
a7
£
67

65
fd
93
CE
18
79
=8
dz
d4d

38
1d
35
42
azs
c
7d
be
al

1
iz
lnlw:
fa
nz
=h
da
67
fa

57 &
7f
gz
2e
36
If
45
d&
16

Zopy to File, .. |
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Afbeelding 21 Afbeelding 22
General Detais | Certification Path | General Details | Certification Path |
show: | <all> | show: [ <all> =l
Field Yalue B Field Yalue B

I i Subject Twpe=End Entiky, Pat. ..
Key Usage Digital Signature, Key Encipher. ..
Metscape Cert Tyvpe 33L Client Authentication (30)
CRL Diskribution Poinks [1]ZRL Distribution Poink: Diskr ...
2.16.840,1.113733.1.6.9 01 01 ff

Thumbprint algorithm shal

3 Subject Type=End Entity, Pat. ..
RL Diskribukion Paoinks [1]ZRL Distribution Poink: Diskr...

Key Usage Digital Signature, Key Encipher. ..
Subject ke Identifier f4 1020 cd 2550 3F 9b 2b a9 ...
Authority Key Identifier KeyID=aZ 0Oc 92 9f 22 fc aa cd...
hwumbprint algaoritbm shal

Thurmbprint 80F304 7b 493070 bz b7 al... humbprint A FEEIfIdc 51315085 ...
Friendly narne ABZ Bedrijfscertificaat - Friendl\,-' Mane ABZ Bedrijfscertificaat -
Subject Type=End Entity Subject Type=End Entity
Path Length Constraink=hone Path Length Constraink=hone

Edit Properties. .. | Zopy ko File. . | Edit Properties. .. | Zopy to File, .. |
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Afbeelding 23

zeneral Details |Certificatinn Path I

Show: | <l j

Field | Walue | il
Basiu: Conskraints Subject Twpe=End Entity, Pat...
Digital Signatur Enciphet. ..
33L Client Authentication (30)

Metscape Cert Type

CRL Diskribution Poinks [1]ZRL Distribution Poink: Diskr ...
2.16.840,1.113733.1.6.9 01 01 ff
Thumbprint algorithm shal
Thurmbprint 80F304 7b 493070 bz b7 al...
Friendly narne ABZ Bedrijfscertificaat -

Digital Signature, Key Encipherment {(al)

Edit Properties. .. | Zopy ko File. . |

Afbeelding 24

zeneral  Details |Certificatiu:un Path I

Show: |<AII:=- j

14/21

Field | Value

Basiu: Caonstraints
[THCRL Distribution Points
L ]

Subject ke Identifier
Authority Key Identifier
hwumbprint algaoritbm shal
humbprint
Friendl\,-' name

Digital Signature,

ABZ Bedrijfscertificaat

Subject Tvpe=End Entity, Pat...
[1]ZRL Distribution Poink: Diskr...
2 Encipher...
f4 1020 cd 2550 3F 9b 2b a9 ...
KeyID=aZ 0Oc 92 9f 22 fc aa cd...

QCFEEAfIdcc5 1315085 ..,

Digital Signature, Key Encipherment (al)

Edit Properties. .. |

Zopy to File, .. |
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Afbeelding 25

zeneral Details |Certificatinn Path I

Show: | <l j

Field | Walue | il
Basiu: Conskraints Subject Twpe=End Entity, Pat...
Key Usage Digital Signature, Key Encipher. ..
g y 33L Client Authentication (30
ZRL Distribution Poinks [1]ZRL Distribution Poink: Diskr ...
2.16.840.1.113?33.1.6.9 01 01 ff
7| Thumbprint algarithm shal

Thurmbprint 80F304 7b 493070 bz b7 al...
Friendly narne ABZ Bedrijfscertificaat -
531 Client Authentication (300

Edit Properties. .. | Zopy ko File. . |

— |s komen te vervallen
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Afbeelding 26 Afbeelding 27
zeneral  Details |Certificatinn Path I zeneral  Details |Certificatiu:un Path I
Show: |<:P.II:=- j Show: |<AII:=- j
Field | Walue |i| Field | Value |:|
Basiu: Conskraints Subject Twpe=End Entity, Pat... Basiu: Conskraints Subject Tvpe=End Entity, Pat...

ibution Poinks [1]icRL Distribution Point: Di

Key Usage Digital Signature, Key Encipher. ..
ey [Jsage Digital Signature, Key Encipher. ..

Metscape Cert Tyvpe 33L Client Authentication (30)
ukion Poinks [1]CRL Distribution Poink: Diskr.. . Subject ke Identifier f4 1020 cd 2550 3F 9b 2b a9 ...
2,16,540.1.113733.1.6.9 01 01 ff Authority Key Identifier KeyID=aZ 0Oc 92 9f 22 fc aa cd...

Thumbprint algorithm shal hwumbprint algaoritbm shal

Thurmbprint 80F304 7b 493070 bz b7 al... humbprint A FEEIfIdc 51315085 ...
Friendly narne ABZ Bedrijfscertificaat - Friendl\,-' Mane ABZ Bedrijfscertificaat -
[1]ZRL Distribution Point [1]ZRL Diskribution Paoint

Diskribution Poink Mame: Diskribution Poink Marme:
Full Mame: Full Mame:
URL=http:} /onsitecr| verisign, comfAEZMederlandbwABZNederland/LateskC |URL=http:/pki. pinkroccade, com/forlfSoler abederlandByY ABZBedrijfsapplica
RL.crl kieCertificatenLatestCRL, crl
Edit Properties. .. | Zopy ko File. . | Edit Properties. .. | Zopy to File, .. |
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Afbeelding 28

zeneral Details |Certificatinn Path I

Shiow: I::.ﬁ.ll:b j
Field | Walue | il
Basiu: Conskraints Subject Twpe=End Entity, Pat...
Key Usage Digital Signature, Key Encipher. ..
Netscape Zert Tvpe 33L Client Authentication (30)

CRL Diskribution Poinks [1]ZRL Distribution Poink: Diskr ...
5 01 01 ff

Thumbprint algorithm

shal
[=5] Thumbprint 80F3047h 4930 70 b2 b7 al...
Friendly narne ABZ Bedrijfscertificaat -
01 01 f£f
Edit Properties. .. | Copy b File, .. |

—|s komen te vervallen in het ‘nieuwe’ certificaat.
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Dit item (SKI) bestaat niet in het ‘oude’ certificaat—> Afbeelding 29

General  Details |CertiFicatiDn Path I

Shiowas I::.ﬁ."} j
Field | Value | :I
Basic Conskraints Subject Tvpe=End Entity, Pat. ..
RL Distribution Poinks [1]CRL Distribution Point: Distr. ..

Digital Signature, Key Encipher. ..
f4 1020 cd 255b 3f 9b 2b a9 ...
KeyID=6Z 0c 92 of 22 fc aa cd...
hurbprint algoritbim shal

| Thumbprink 9 7859F9 do o5 13 152085 ...

Friendly name AEBZ Bedrijfscertificaat -

F4 1020 cd 2550 3F 9% 2b a9 e0 8d &5 3F 59 94 4c 14 21 0

Edit Properties. .. | Copy ko File. .. |
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Dit item (AKI) bestaat niet in het ‘oude’ certificaat—> Afbeelding 30

General  Details |CertiFicatiDn Path I

Shiowas I::.ﬁ."} j
Field | Value | :I
Basic Conskraints Subject Tvpe=End Entity, Pat. ..
RL Distribution Poinks [1]CRL Distribution Point: Distr. ..

Key Usage Digital Signature, Key Encipher. ..
f41020cd255b3fobzbag...

ubject Key Identifier

ho Identifier
hurbprint algoritbim
| Thumbprink 9 7859F9 do o5 13 152085 ...

Friendly name AEBZ Bedrijfscertificaat -

kKeyID=62 Oc 92 9F 22 Fc aa c4 4b d7 8F c3 99 b0 84 a7 FO 1b 7c 57

Edit Properties. .. | Copy ko File. .. |
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Afbeelding 31 Afbeelding 32
Certificate 2x| Certificate x|
zeneral  Details |Certificatinn Path I zeneral  Details |Certificatiu:un Path I
Shiow: I::.ﬁ.ll:b j Shiow: I::.ﬁ.ll:b j
Field | Walue |i| Field | Value |:|
Basiu: Conskraints Subject Twpe=End Entity, Pat... Basiu: Conskraints Subject Tvpe=End Entity, Pat...
n#lkey Usage Digital Signature, Key Encipher. .. 7] CRL Distribution Points [1]ZRL Distribution Poink: Diskr...

Metscape Cert Type

[T CRL Distribution Paints

9. 16.540.1.115735.1.6.9
humbprint algorithm
humbprint 80F304 7b 493070 bz b7 al...

Friendly narne ABZ Bedrijfscertificaat -

33L Client Authentication (30)
[1]ZRL Distribution Poink: Diskr ...
01 01 ff

chal

Edit Properties. .. | Zopy ko File. . |

Key Usage Digital Signature, Key Encipher. ..
Subject ke Identifier f4 1020 cd 2550 3F 9b 2b a9 ...
7% Authority Key Identifier KeyID=aZ 0Oc 92 9f 22 fc aa cd...
humbprint algoritbom
humbprint A FEEIfIdc 51315085 ...
Friendl\,-' Mane ABZ Bedrijfscertificaat -

shal

Edit Properties. .. | Zopy to File, .. |
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Afbeelding 33 Afbeelding 34
zeneral  Details |Certificatinn Path I zeneral  Details |Certificatiu:un Path I
Show: |<:P.II:=- j Show: |<AII:=- j
Field | Walue |i| Field | Value |:|
Basiu: Conskraints Subject Twpe=End Entity, Pat...

Basiu: Conskraints Subject Tvpe=End Entity, Pat...
7] CRL Distribution Points [1]ZRL Distribution Poink: Diskr...

Key Usage Digital Signature, Key Encipher. ..

Metscape Cert Tyvpe 33L Client Authentication (30) Key Usage Digital Signature, Key Encipher. ..
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